How to Configure Microsoft Exchange to use the Arrowmail Smarthosts

Arrowmail has 3 separate Smarthost mail-servers and, luckily, both Exchange 2003 and 2007 know
how to make use of multiple Smarthosts for redundancy and load-balancing.

This means that if one of our Smarthosts is very busy, has failed or is undergoing maintenance, your
Exchange server can continue to send out emails, uninterrupted.

In Exchange 2003 it's possible to configure a Smarthost on the Default SMTP Virtual Server but,
if you do it this way, you can only set a single Smarthost.

You must, therefore, use an SMTP Connector for your outgoing emails which does allow multiple
Smarthosts to be specified.

For Exchange 2007 there's only one way to configure a Smarthost which is on the Send Connector.

For simplicity, the instructions in this document assume that you only have one Exchange server in
your organisation.

If you have multiple Exchange servers, there are a few minor differences which we’ll be happy to
advise you about.

How To Configure a Smarthost on Exchange 2003

Open Exchange System Manager and click on the + next to Connectors to see if you are already
using an SMTP Connector.

SBS2003 comes with a pre-configured SMTP Connector as shown below:-

% Fle  Action  View Window Help | == =]
e« AEXFRDE @
5"_‘1 First Organization (Exchange) SmallBusiness SMTP Canneckor

,__.-| Glabal Setkings
,__.-| Recipients
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If you need to create a new connector:-
Right-click on Connectors and select New - SMTP Connector...

If a SMTP Connector already exists, right-click on it and choose Properties:-

*‘ Exchange System Manager !EI
% Fle  Action  View Window Help | =] ]

&= EmE bR 2m

-3 Global Settings —
._...-I Recipients | Mame Type | Last Modified

-1 Servers There are no items ko show in this wiew,

=,

#-{_ 1 Tools HE m
-3 Folders TiCP %400 Connectar ...

D0 e e =T %25 %400 Connectar...

Refresh

Dirsync Requestor, .,
Help Dirsync Server. ..

|Creates a new SMTP Conneckor, | |

If you only have one Exchange server, it's unlikely you'll need more than one SMTP Connector.
Multiple SMTP Connectors are used to send certain emails via different routes.
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The SMTP Connector - Properties page opens which has 8 tabs.
(There could be a 9th tab called Security if you've previously enabled this tab by a registry change,
but, in any case, there's nothing to configure on this tab.)

We'll start on the General tab where there are 3 things to configure:-

1 - Name
Call it what you want, but "All Outgoing Email" is a good name.

2 - Smarthosts
Select "Forward all mail through this connector to the following smart hosts" and enter
Arrowmail's 3 Smarthosts, separated by semicolons.
The full string to enter is:-
smarthost1.arrowmail.co.uk;smarthost2.arrowmail.co.uk;smarthost3.arrowmail.co.uk
"Copy and Paste" the above line into your SMTP Connector if you like.

3 - Bridgehead Server
This is your Exchange server.
Click Add... and there will only be one option.

All DOutgoing Email Properties |

Addrezs Space I Connected Routing Groups I Deliverny Bestrictions I
Content Restictions | Deliveny Options | Advanced | Dretailz |
General

f H Narne: |m| Outgaing Email

™ Use DNS to route to each address space on this connector

' Forward all mail through thiz connector b the following smart hosts

gmarthozt] . arrawmail. co.uk zmarthozt2, arrowmail. co.uk;smarthost3. ar

Local bridgeheads:

Server | Wirtual Server |
ExCHAMGE Drefault SETP Virtual Server

Add... | Bemove |

[T Do not allow public folder referals

k. I Cancel | Apply Help

If you’re editing an existing SMTP Connector, it will already have a name which can't be changed
here. If you want to rename the connector, close this page, right-click on the SMTP Connector and
choose Rename.
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Go to the Address Space tab.
Click Add... and select the default options which are:-

Type = SMTP
Email Domain = *
Cost=1

Connector scope = Entire Organisation
"Allow messages to be relayed to these domains" is not selected

&ll Dutgoing Email Properties E |
General I
Content Restictions I Delivery Options I Advanced I Dietailz I
Address Space | Connected Routing Groups I Deliverny Bestrictions

Create, maodify, or remaove an addrezs gpace.

Type | Addresz | Cost |
SHTP * 1
Add... tdiodify.. Bemaowve

— Connector zcope
¥ Entire arganization

" Fouting group

[T Allow messages to be relayed to these domains

k. I Cancel Apply Help
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Go to the Advanced tab.

Click on Outbound Security...

Select Basic authentication (password is sent in clear text) and then Modify...
Enter your username and password for the Arrowmail Smarthosts.

If you would like all messages, sent from your server to our Smarthosts, to be encrypted then select

TLS encryption:-

All Outgoing Email Properties E |

Address Space I Connected R outing Groups I D elivery Restrictions
General

Content B estrictions I Delivery Options Advanced | Dt ailz

[T Send HELOD instead of EHLO

Dutbound Secuirity. .. |

= Do ot send ETRMATURN

i Request ETRN/TURN when sending messages
[T sdditionally request mail at specified limes

i Reguest ETRMTURM from different server

Semven

Cannectian time; Outbound Security

[Flun daily 2t 11:00 P

" Anorymous acoess
S pecity how bo reguest the [Hm wzer mame or pazsward reguired

= |ssue ETRN

Damalts.. . |

) [zzue TLURH [Feguines

¥ Basic authentication [password iz sent in clear text]

ok | " |ntegrated Windows Authentication

|rterface,
Uszer:

Srcalnt; -
I rryaccaUtEarrawail oo Lk

—%[v TLS encruption Bazzword:

I P —

Confirm pazsword

U I Madify... |
IEEEIEIER Outhbound Connection Credentials [ 'f

|
u

I P —

ak I Cancel |

The Arrowmail Smarthosts require authentication and support TLS encryption.

We will issue you with your own username and password which will be the same for all 3 or our

Smarthosts.
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There's nothing to change on the other 5 tabs, but we've shown what they should look like, anyway,
so you can check that nothing's been changed.

The Connected Routing Groups tab:-

All Outgoing Email Properties E |
General I
Content Restictions | Delivery Options I Advanced I Dietailz I
&ddress Space Connected Bouting Groups | Delivery Festictions
LCreate, modify, or remove a connected routing group:
Admirnigtrative Group | R outing Group | Cost |
pdd. | Modin. | Hemove |
k. I Cancel | Apply | Help
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The Delivery Restrictions tab:-

&ll Dutgoing Email Properties E |

Content Restictions I Deliverny Options I Advanced I Dretailz I
General I
&ddress Space I Connected Fouting Groups Delivery Restrictions

By default, meszages from evernyone are;
"""""""""""" " Fejected

Accept meszages from:

1

Add... | Bemove

Reject meszages from:

Add... | BHemove |

k. I Cancel | Apply | Help |
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The Content Restrictions tab:-

&ll Dutgoing Email Properties E |
General I
Addrezs Space I Connected Routing Groups I Deliverny Restrctions I
Content Restictions | D elivery Options I Advanced I Details

Select which meszage types will be delivered through this connectar.

— Allowed priorities

v Mormal
¥ Low

— Allowed types
¥ Sustem meszages

¥ Mon-system meszages

— Allowed sizes

[ Only meszages less than [KE); I

k. I Cancel Apply Help
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The Delivery Options tab:-

&ll Dutgoing Email Properties E |

General I
Addrezs Space I Connected Routing Groups I Deliverny Restrctions I
Content Restrictions Delivery Options | Advanced I Detailz

% 5 pecify when mezzages are zent through thiz connectaor

Connection time:

I.-’-‘-.Iwa_l,ls LN j Customize... |

[ Use different delivery times for oversize meszages

Dwversize messages are greater thar [KE]: |2|:||:||:|

LConmection bme;

IUSE cuzston schedule j Cuztomize, .. |

™ Queue mail for remate tiggered delivery
Accounts authanzed o use THERATEH:

Add. | Hemowve |

k. I Cancel | Apply Help
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...and finally, the Details tab:-

&ll Dutgoing Email Properties E |
General I
Addrezs Space I Connected Routing Groups I Deliverny Restrictions I
Content Restrictions I Delivery Optionz I Advanced Details

Creation date:
Lazt modification:

Admiristrative note:

| =)

k. I Cancel Apply Help

Click OK and close Exchange System Manager.

In order for the new settings to take effect, you need to restart the following services:-
Microsoft Exchange Routing Engine and

Simple Mail Transport Protocol (SMTP).

Rebooting the server will also enable the new settings, if this is easier.
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How To Configure a Smarthost on Exchange 2007

If your Exchange Server 2007 is currently able to send emails externally, a Send Connector must
already have been created and configured correctly on the Hub Transport server.

Configuring Exchange 2007 to use the Arrowmail Smarthosts, therefore, just requires you to
modify the settings on this Send Connector.

For Exchange 2007, Microsoft has split up into separate roles, the various jobs that Exchange has to
perform, with the implication that each role will be handled by a different server.

The Hub Transport role is the one responsible for sending and receiving external emails.

In the real world of small to medium sized companies, a single Exchange server is likely to be
performing all the various roles.

Open Exchange Management Console
Click on the + next to Organization Configuration
Select Hub Transport and select the Send Connectors tab:-

Em:hange Management Console

File  Action Wiew Help

e~ | BE 2®E

L:_Iln_:& Drganization Configuration

,,,,, [ Mailbex Femate Domainsl Accepted Domainsl E-mail Address F'oliu:ie&l Tranzpart Hulesl Jourmaling  Send Connectars | Ec
Marne | Status = | Authentication Mechanisml DMS Routing Enabledl FODM
_-_-gg.-’-‘«ll Outgoing Email  Enabled Maone Falze exchanae. arrawmail. co. uk

----- a5 Unified Messaging
- ﬂ Server Configuration
= 3) Recipient Configuration
;_1_; Mailbiox

----- 82 Distribution Group

----- 2= Mail Conkact

- Disconnected Mailbox
-8 Toolbox
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Right-click on the existing Send Connector, select Properties and go to the Network tab.
Select "Route mail through the following smart hosts:" and click Add:-

All Outgoing Email Properties |
Eenerall Address Space Metwork | Source Serverl

Select haw ko 2end mail with thiz connectar;

£ Use domain name spstem [DRS] "M" records to route mail autamatically
[T Enable Domain Security (kM utual Suth TLS]

" Foute mail thraugh the following smart hosts:

Add | 7 Edit

()

[ L
—‘|.ﬁ.u:||:|s an item ko the list, I

Smart host authentication:

Haone

¥ Use the External DMS Lookup setiings on the transport server

k. I Cancel Apply Help
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Specify the first Smarthost as shown below:-

All Dutgoing Email Properties |
Generall Address Space  Metwark | Cource SEwerI

Select how to zend mail with thiz conmnector;

(- Uze domain name system [DMNS] M records to route mail automatically

[T Enable Domain Secunty (Mutuallduth TLS]

{* Route mail through the following smart hosts:

£ = Add Edit

Smart host |
add smart host |
i |P Address:
| i . i . 0 . i
Erample: 192.162.70,10
Smart hosl - _
% Fully qualified domain name [FODM];
Maome
¥ UsetheE |sn'|.arthn:|$t1 _arrawnnall oo uk

Ezample: smarthost. company. com

]9 Cancel Apply | Help |
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Add all 3 of Arrowmail's Smarthosts:-

All Dutgoing Email Properties
Generall Address Space  Metwark | Source Serverl

Select how ko gend mail with thiz connectar;

£ Usze domain name system [DN5] "M records to route mail automatically

[T Enable Domain Security (utual Suth TLS]

& {Route mail through the Toliowing smart hosts:

eaAdd 7 Edt X

Srart host

gmarthost] . arrawmail. co.uk
gmarthozt?, arowmail. co.uk
smarthozt3, amrowmail. co.uk

Smart host authenhication:

Hone

LChange. .. |
¥ Usze the External DMS Lookup zettings on the transport server

k. I Cancel

Spply Help

Click Change... to set the authentication options.
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Type the username and password we've issued to you below:-

Configure Smart Host Authentication Settings

" Mone
¥ Basic Authentication
¥ Basic Authentication over TLS

Ilzer name:

Iwwwww@arrnwmail.cn. Lk,

Pazzword:

Mate: all zmart hostz must accept the zame uzer name and passward.

" Exchange Server Authentication

i~ Extemally Secured [for example, with [Psec].

| k. I Cancel
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There shouldn’t be anything that needs changing on the other 3 tabs, but we've shown below, what
they should typically look like.

The General tab:-

All Dutgoing Email Properties |

General |.ﬁ.ddress Spuan:el Netwu:urkl Source Serverl

|
— a0 Dutgoing Email
- .}

Connector statuz: Enabled

b adified: 24 Movemnber 2007 17:29:33

Protocal logging lewvel; I Mone x I

Specify the FADM thiz connector will provide in response bo HELD or EHLD:

Ie:-:u:hange.arrnwmail.cu:u. Lk,

[E wample:mail. contogo. com]

k. I Cancel Apply Help

The Fully Qualified Domain Name (FQDN) should be the DNS name of the public IP address
your server operates behind.

Our Smarthosts don't care what FQDN you enter, but if you're sending email directly, without using
a Smarthost, it's important to get this entry to match your actual FQDN.

When you need help trouble-shooting Smarthost connection problems, you can change the
"Protocol logging level:" to Verbose.
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The Address Space tab:-

All Dutgoing Email Properties |
General Address Space | Netwu:urkl Source Serverl
Specify the addreszs spacez] to which this connector will route mail:
£ Add
Domain | Tupe |
" zmtp
] Cancel Apply Help

The asterisk in the Domain column indicates that all emails will be sent through this
Send Connector.
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The Source Server tab:-

All Dutgoing Email Properties |
Generall Address Spuan:el Metwaork,  Source Server |

Azsociate this connector with the following Hub Transport servers. Altematively,
wou can add Edge Subscriptions to thiz izt

BaAdd... X
M ame | Site | Faole
EXCHAMGE London b ailbo, Client &ccess, Hub Transport

] Cancel Apply | Help |

Notice, in the Role column, that this server is performing all the Exchange 2007 roles.

When you've finished, the Send Connector should look like this:-

B Hub Transport

Remote Domainsl Accepted Dnmainsl E-mail Address Policies | Tramsport Fules | Journaling  Send Connectors | Edge Subscriptinnsl

Mame = | Statuz | Authentication Mechanizm | DMS Routing Enabledl FODN |
lﬂ_éﬂll Outgoing Email Enabled  Offer Basic authentication only after starting Transport Laver Security [TLS]  Falze exchange. arrowmail.co.uk

The changes you've made to the Send Connector will take effect straight away without you having
to reboot the server or restart any services.
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What if you don't use Exchange as your in-house Mail-server?

Many mail-server programs, other than Exchange, can take advantage of multiple Smarthosts.
However, if the one you're using use can only be configured for one Smarthost, you should set it to
use:-

smarthost.arrowmail.co.uk

We will make sure that this DNS name is always pointing to a functional mail-server.

If your mail-server isn't able to authenticate to our Smarthosts then, as long as you are using a fixed
public IP address, we can allow anonymous access from that specific IP address.
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Stop your Exchange Server generating emails in response to incoming Spam

Now that you're paying for outgoing emails at something under 0.3p each, it's a good idea to make
sure your are not sending out ones you don't need to.

By default, Exchange will accept emails to non-existent users and then generate an outgoing email
to each sender, telling them, politely, that their email couldn't be delivered as the user doesn't exist.

Today, spammers often bombard an exchange server with large numbers of emails to addresses that
have been guessed - usually wrongly.

Not only is it a waste of your monthly email allowance to reply to these emails but, the sender's
address in the original email is likely to have been forged and so your server's reply will go to
someone innocent of sending spam, who will now see you as spamming them.

The technical term for sending an NDR to someone who didn't send you the email is "Backscatter".

It's very simple to enable "Recipient Filtering" so emails to non-existent users are rejected but, for
some reason, this configuration step is often missed out by people setting up Exchange.

We had one customer where Backscatter NDRs made up 80% of their total out-going emails.
We don't like them coming through our servers, even though we charge for them, as they mostly

can't be delivered and, if they can, it risks annoying the recipient.

If you are about to configure your Exchange server to use our Smarthosts then, do everyone a
favour by checking your Recipient Filtering settings.

Step-by-step instructions for configuring Recipient Filtering for Exchange 2003 and 2007 are here:-

http://www.arrowmail.co.uk/howto/recfilt.aspx
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How to Create a Sender Policy Framework Record to Authorise our
Server to send out your Company's Email

It's by no means essential, but if you use our Smarthosts, it can help make email delivery more
reliable if you create a special DNS record with whoever is handling the DNS for your domain
name, usually your domain registrar.

This DNS record is to comply with the Sender Policy Framework (SPF) anti-spam initiative and it
identifies our servers as approved for sending emails from your domain.

It's a TXT record, which not all DNS servers or ISP control panels can handle, but if they can this is
the record you need to add:-

mycompany.co.uk. IN TXT "v=spfl include:arrowmail.co.uk -all"

This is how it should appear in your DNS Zone File, including the inverted commas, but with your
domain name substituted for mycompany.co.uk.

If you give us the logon details for your domain registrar's control panel we'll set it up for you.
If your current DNS servers can't handle TXT records you could move to DNS servers that can.
This doesn't require you to change your domain registrar.

www.nettica.com will host your domain's DNS service, along with TXT records, on their servers
forever for a one-off payment of US$40.

You can check that your SPF record has been successfully setup by sending an email to:-
check-auth@verifier.port25.com

Make sure that the From address you use is covered by the SPF record, no need to put anything in
the Subject Line or the body of the email.

You should receive a reply containing something like the extract shown on the next page.
This system also checks out any other anti-spam initiatives such as DomainKeys, DKIM, and
Sender-1D.

The SPF system has not yet been adopted widely enough to be a reliable method for identifying

spam but, when sending emails, it can tip the balance your favour, especially with heavy-handed
anti-spam systems.
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From: auth-results@verifier, port25, com Sent:  Wed 28/11/2007 16:13
To prvs=18523FaSa3=info@arrowmail.co.uk
Cc:

Subject:  Authentication Report

This message is an automatic response from Porti25's authentication wverifier
serwvice at wverifier.portZ5.com. The serwvice allows email senders to perform a
Simple check of warious sender suthentication wechanisms. It is prowvided free
of charge, in the hope that it is useful to the email comounhity. While it is
not officially supported, we welcome anhy feedback you may have at <wverifier-
feedbackfporti 5. coms .

Thank vou for using the wverifier,
The Porti5 Solutions, Inc. tesm

3PF check: pass
DomainKeys check: pass
DEIM check: pass
SJender-ID check: pass

Spawldssassin check: ham

HELO hostname: maill.arrowmail.co.uk
Bource IP: 53.245.15.239
mail-from: prve=18523ifaSai=infolarrowmsil.co.uk

Fesult: pass

Ih({=) werified: smtp.mail=prvs=185Z3fabai=infollarrowmail.co.uk

DNS record(s):
arrowmail.co.uk. 3600 IN TET "w=spfl w2 -all"
arrowmail.co.uk. 3600 IN ME 30 maili.arrowesail.co.uk.
arrowmail.co.uk. 3600 IN MX 10 maill.arrowmail.co.uk.
arrowmail.co.uk. 3600 IN MX 20 maili.arrowmmail.co.uk.
maild.arrowmmail.co.uk., 3600 IN A 217.45.193.165
maill.arrowmmail.co.uk., 3600 IN A §3.245.15.239

Resulc: pass
ID (=) werified: header.From=infofarrowmmail.co.uk DNS record(s):

Mbaemwon. domwainkey.arrowmweail.co.uk. 3600 IN TXT "t=y; kK=rsa;
p=MIGEMAOGCSyGE Ih3DOEEAQUALAGHADCEiQKEgOD 0 e HEAGE Tk v oI VeDToSgF+R7 O3 £WEV, ne THC
03158 ThTdedheME vEDEVEgdVE/ xyWISKIRAZOZ09weV+ IVIShOokE+mTiBEANES
+pLiSgrZ4viR46s58wizIioVioV/ InES551iXuCLePOVEGS 105y EUEN INAK L0 LEGHuGwIDAQAE™

Resulc: pass

ID(=3) werified: header.From=infofarrowmail.co.uk Canonicalized Headers:
domainkey-signature:a=rsa-—

shal;'20's=NDaemon; 'Z20'd=arromoail.co.uk; '20' c==zimple; '20' g=dns; '20' h=message-

id:from: '20'b=teLr7PEO0z VYoo Ky YQUAVNEETags Oph+A0eVo NI 7S CSihEZut OTEhTnF23'20'E

felynd+erefk?inToiwdbi3 b 1VIxhl40icy/ / EhV1ICSveMPp3v0/ Mo ' 20" £13 TechNyWSTT e kINn

1Rx Uy ZaQiNtxMZTke33GT1pREEEEHI 2400= '0OD"' 'OL"

Fesult: pass

Ih(=s) werified: header.From=infoflarrowmwail.co.uk DNS record(s):
arrowmail .co.uk. 3600 IN TET "w=spfl mx -all"
arrowmail.co.uk. 3600 IN MX 30 maili.arrowmail.co.uk.
arrowmail.co.uk. 3600 IN MX 10 maill.arrowail.co.uk.
arrowmail.co.uk. 3600 IN ME 20 mailZ.arrowesail.co.uk.
maili.arrowmmail.co.uk. 3600 IN 4 217.45.193.165
maill.arrowmmail.co.uk., 3600 IN A §3.245.15.239
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What Makes Our Smarthost so Smart?

How come we can get emails delivered successfully when your in-house server can't?

@ We have the DNS records for our servers setup properly.
For our main Smarthost, which is called maill.arrowmail.co.uk, this means:-

mail1.arrowmail.co.uk LD¢) SmartHost's IP Address

ookup

Reverse DNS

SmartHost's IP Address W mail1.arrowmail. co. uk

It's often not possible to do this with the IP address you get with a Broadband connection,
even if it's a static [P address.

@ We have extra DNS records setup to comply with anti-spam initiatives such as SPF and
DKIM. Many domain registrars don't yet permit these types of DNS records.

@ Some email services block connections from any IP address used for Broadband or dial-up
connections.
Some mail-server blacklisting services include in their list, whole ranges of addresses in
response to complaints about just one address in the range.
The IP addresses we use are reserved for Internet servers.
If we find that any company is blocking emails from our servers we contact them to request
that we be whitelisted.

@ If we experience problems delivering emails to certain email addresses we route them via
other Smarthost partners services in different countries.

@ We keep trying to send emails that don't get through straightaway in case the receiving
mail-server is having temporary problems.
We try every minute for the first hour then send you back a warning - it often transpires that
you've made an error in the email address.
We continue to try to send the email, once an hour, for the next 5 days before finally sending
you a "we've given up" message.
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